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e x e C u T i v e  s u m m a ry

Background
The traditional information technology environment in companies of  all sizes often comprises a 
controlled set of  selected hardware, software and services to deliver integration and economies of  
scale. links between companies are achieved through either individually tailored solutions or flexible 
standards-based interfaces to provide flexibility. These services may be outsourced to third-party 
providers.

This model is challenged by a range of  new technologies, characterized by the availability of  cheap, 
powerful consumer devices, virtualization of  storage and processors, and internet connectivity. 
much of  the new technology is coming from the consumer market and not being driven by 
aerospace industry requirements. 

The nature of  the aerospace and defense business implies that the industry is one of  the most 
severe test cases for the effective deployment of  such technologies, since it also must support the 
requirements for export control, intellectual property rights protection and national security.

in 2010, aia published an initial statement of  the likely impact of  these technologies and the 
business, technical, cultural, operational and security implications for our industry, with the claimed 
benefits, risks and mitigations. The report, “Disruptive information Technologies,” [http://www.
aia-aerospace.org/assets/report_ebiz_2010_web.pdf] concluded that there are business advantages 
to utilizing these new technologies, provided that appropriate precautions are taken to mitigate the 
risks. few of  these risks are new, or specific to the technologies, but the capabilities of  the new 
technologies serve to exacerbate those risks. The proposed mitigations should be based on the 
assessment of  the corresponding risks within individual organizations. 

These guidelines describe best practices for companies to assess the risks involved in exploiting new 
technologies and capabilities within their business, and to operate such equipment to deliver benefits.

Consumerization
The “consumerization” of  iT is the ubiquitous use of  consumer mobile devices and applications in 
the workplace. several scenarios that need to be considered are:

 n employees using personal devices for both business and personal purposes 

 n influences of  consumer devices on business computing

 n external synthesis of  data collected from consumer devices, such as location and preferences, 
leading to unsolicited invasions of  privacy
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 n Consumer-based technologies can be used to complement traditional enterprise software to 
provide value in the workplace. The use of  these devices must be supported by the appropriate 
policies and procedures that are broadly applicable across aerospace industry organizations and 
the supply network.

Key Considerations
The new consumerized technologies can provide real benefits to IT environments. aia recommends that 
companies determine how to incorporate the devices and applications they would like to use in their 
collection of  vetted and approved iT equipment.

if  companies wish to take advantage of  personal devices within their environment, great care 
must be taken to protect access to sensitive information and prevent its loss, whether deliberate or 
inadvertent. aia recommends that information be tagged, and restrictions should be applied to 
what can be downloaded or processed on personal devices.

in addition, aia recommends that personal devices will need to have a company-specified minimum 
standard configuration to protect the interests of  the company, with constraints on network 
connectivity.

because these technological precautions are not of  themselves sufficient, aia recommends that 
they be complemented by restrictive policies and processes to ensure individual responsibility and 
limit company liability. 

Taken together, these precautions can disincentivize the use of  personal consumer devices for 
business purposes. in the absence of  suitable precautions, it is recommended that aia companies 
keep personal and business devices separate at present. 
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i n T ro D u C T i o n :  
W h aT  i s  C o n s u m e r i z aT i o n ?

as computing technology continues to evolve, devices that become available to the general public 
are often more powerful than the equivalent corporate standard devices provisioned by businesses 
within their own corporate architectures to perform the same or similar functions. smart phones, 
tablets, laptop computers, netbooks, storage devices and other tools are acquired by individuals to 
access their personal information in a ubiquitous networking world. There is growing pressure and 
incentive for single devices to be used for both personal and business purposes, rather than for 
individuals to carry separate devices. The assumption of  this guideline is that consumer devices and 
applications can be incorporated into the company’s selection of  approved devices; however, there 
are risks when there is an integration of  personal-use devices with business. 

in the past decade, this consumerization of  iT assets has grown exponentially, and aerospace 
and defense as a whole has become comprised of  a technologically knowledgeable workforce 
with a discretionary budget to afford significant investments in iT products and services. These 
include business-class servers, multi-processor high-resolution graphical workstations, laptops, 
mobile devices and high-speed processors in gaming platforms, smart phones and tablets, personal 
digital assistants (PDas), Computer aided Design/Computer aided manufacturing (CaD/Cam) 
modeling and project management software. This workforce also routinely leverages collaboration 
and social media services offered in the public cloud. The motivation for this consumerization can 
increase productivity, mobility options and even peer pressure to keep up with the latest trends. 

These devices deliver to individuals an unprecedented range of  capabilities and connections through 
wireless, radio frequency identification (rfiD) and other routes. These connections also give 
away the location and transactions of  the user, and open up new opportunities for collecting and 
synthesizing information, so that any compromise can be far-reaching. The collection of  consumer 
details provides unparalleled opportunities for a collecting organization to derive information about 
the consumers, and synthesize this information into new and customized services.

it must also be recognized that over the past few decades, a&D has ceased to be the leading edge 
for iT development and exploitation, with high-performance gaming machines and immersive 
environments being exploited by, rather than pioneered by, our industry.

The industry considers that the blending of  business and personal devices and the associated 
information will continue. The aia ebusiness steering Group is seeking to provide some 
authoritative guidance on how these trends can be used to deliver benefits to the industry without 
compromising businesses or their security. 
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T h e  i m PaC T  o f  C o n s u m e r i z aT i o n

There are at least three aspects of  consumerization that require consideration by businesses:

 n employees using personal devices for both business and personal purposes, mixing applications 
and data on the same device 

 n influences of  consumer devices on business computing, trading enhanced capabilities against 
possible extra risks

 n marketeers exploiting the identity and locations of  phones/PDas to synthesize information and 
deliver unsolicited material and invade privacy over open networks. The increasing availability 
of  integrated GPs and rfiD capability presents growing opportunities for others to detect 
this information and process it to their own advantage. The positive contribution is that such 
capabilities may be leveraged to improve communications within a business for tasks such as 
crisis management. 

Consumerization impacts a wide range of  devices:

 n audio, image and video recording devices – it is almost impossible to obtain phones and other 
devices that do not include cameras that can record audio and video as well as images, with 
associated risks to security and compromises of  personal, company or export control restrictions

 n mobile storage devices such as usb thumb drives, disks and/or solid-state memory, which can 
be used to exfiltrate large quantities of  data and permit intermingling of  personal and company 
data

 n PCs, smart phones, tablets and mobile devices such as ebook readers also have significant 
storage capacity and pose similar risks

 n video games (such as flight simulations and uav controllers) have provided innovation to 
a&D for years. Products such as the microsoft xbox Kinect use a “controller-less system” 
that employs a camera interface with voice, face and gesture recognition built in. (a game called 
“milo and Kate” also adds artificial intelligence technology, as human players interact with 
“virtual humans and animals” that recognize them and respond with emotionally connected 
responses in an integrated 3D world.)

 n Printers and other multifunction devices function as servers on networks, again with significant 
storage capacity that can retain copies of  documents for extended periods
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K e y  r e C o m m e n DaT i o n s

Managing Sensitive Information
in the aerospace industry, organizations and companies work with information that, if  
compromised, can lead to much more serious consequences than a compromise of  typical business 
information. Therefore, the threats from using personal consumer electronics on the job can be 
severe. 

if  sensitive, classified or export-controlled information is deliberately or inadvertently loaded 
(leaked) onto a device owned by a company, it is typically known who owns the device, what 
software is on it, how it can be wiped clean, how to locate the device and how to protect it from 
malware. Therefore, the organization can respond appropriately and protect the information from 
falling into the wrong hands.

if, however, a personal device is connected to the company network and sensitive, classified or 
export-controlled information is leaked to it, the organization may not have any way to locate, 
clean, secure or recover the device. The owner of  the device may be required to relinquish it to 
the company’s security department with the possibility of  it not being returned. even if  classified 
information is not leaked to a personal device, there can be similar concerns and/or issues. 

Best practice: Ensure that sensitive and classified information is appropriately tagged, so that it is 
identifiable. The company may need to apply automated or procedural constraints to the classes of  
information that can be processed on personal devices. 

Best practice: Master copies of  company information should not be kept on personal devices – such 
devices should generally hold only uncontrolled copies of  master information.

When an employee disposes of  a personal device, there may be no way to make sure it does not 
have company information on it that the next owner of  the device should not see.

Best practice: The company needs to reserve the legal right to ensure that company information can 
be deleted from personal devices used for company business.

There can also be issues with consumer technology when traveling internationally. When crossing a 
border, customs officials have the right to examine anything on a computing device being carried. 
as well as the previous problem related to classified or controlled company information, if  any 
electronic device has mingled personal and company data, it could create additional liabilities to the 
company if  there is something inappropriate on the device, even if  it is unrelated to the company 
data. 

Best practice: The company also needs to apply policy constraints to the type of  personal information 
that can be held on personal devices used for company business.
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Distribution of  information to personal devices also has serious consequences for electronic 
discovery of  information in legal cases. uncontrolled duplication offers additional opportunities for 
eDiscovery. in extreme cases, individual personal devices may be confiscated by the authorities as 
part of  a company event.

Best practice: The company may need to apply automated or procedural constraints to the classes of  
information that can be held or processed on personal devices.

increasing dependency by individuals and organizations on electronic information places increased 
emphasis on the quality of  that information. examples such as the growing use of  third-party 
services for logistics are particularly susceptible to data corruption.

Best practice: The company may need to apply automated checks to information as it is imported 
from personal devices.

Provisioning IT Services
This section highlights some of  the business benefits that can be realized by the employer as a result 
of  the growing consumerization of  iT assets. 

The business community can realize the benefits of  this trend if  they can exploit these iT assets and 
leverage the public infrastructure. business can reap additional benefits from the increasing influence 
of  standardization, vast economies of  scale, high availability and reliability of  public infrastructure.

it must be recognized that, some consumer devices are dependent on cloud services and therefore 
require ubiquitous access to the internet. Consideration therefore needs to be given to the risks 
associated with such services as described in the 2010 “Disruptive information Technologies” 
report published by aia. [http://www.aia-aerospace.org/assets/report_ebiz_2010_web.pdf]

Best practice: Where cloud services are used, the company needs to make adequate provision 
for security of  information during storage and transmission, continuity of  service against both 
short- and long-term interruptions, and support for export control, national security and IPR 
requirements.

in addition, there would appear to be some benefits to using employee personal equipment to defray 
company iT costs. in general, the real benefit is realized by the business if  the employee invests in 
dual-use iT assets and services, and the employer does not have to incur the expenses or manage the 
iT assets. however, consideration should be given to the impact of  the failure of  personal devices 
and the possible disruption to service if  the individual replaces the equipment. 

another benefit can be increased adoption cycles for new technologies since many of  the marketing 
campaigns for these consumer products play upon the impulse buying power of  the consumer, 
especially if  the iT asset can have a profound impact on the mobility of  the premise-free worker. 

The company will undoubtedly incur additional costs for integrating nonstandard personal devices 
that may have multiple versions and configurations of  both hardware and software into the standard 
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network and applications. The effort required to integrate such devices may well outweigh any 
performance benefits from the use of  the device by an individual. in addition, there may be licensing 
issues for software on the personal device.

Best practice: To take advantage of  the benefits of  consumer technology, companies should determine 
how to incorporate the devices and applications they would like to use into their collection of  vetted 
and approved IT equipment.

The employee and/or the company may not have any means of  providing malware protection on 
the device. if  it is infected and then connected to the company network, the infection and resulting 
disruption could spread to many devices on the network. 

Best practice: The company should specify a minimum hardware and software configuration for any 
personal device that is used for company business, covering malware protection, encryption, software 
versioning and access control.

Connection to external networks can easily compromise the personal device and offer opportunities 
for loss of  company data. Wireless access can inadvertently create an unprotected breach into the 
company network.

Best practice: Companies should monitor networks to safeguard against the comingling of  internal 
and external networks and device configurations. 

on the basis of  the above requirements, it is recommended that aia companies keep personal and 
business devices separate at present. There is some technology under development that will provide 
separation between personal and business information on the same device, but this is applicable to 
only a restricted set of  devices. 

Policies and Procedures
The human tendency to view personal productivity over corporate policy is a challenge for 
companies, especially when new technologies are adopted without any governance. This puts 
an emphasis on stronger corporate policies unless there is a technical solution to preventing the 
personal device use. secure use of  personal devices on company business cannot be guaranteed 
through the use of  technology alone. it is necessary to supplement a minimum configuration for 
personal devices with appropriate policies and procedures to ensure individual responsibility and to 
limit company liability.

Best practice: Companies should ensure that their IT acceptable use policies cover the use of  personal 
devices in terms of  

 n restricting the classes of  company information that may be held or processed

 n restricting the personal information on the devices to that which will not incur liability 
for the company
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 n Providing additional constraints for devices used on foreign travel, whether on company 
business or not

Best practice: Companies should ensure that any employee wishing to use a personal device is aware 
of  the risks and provides the company with the necessary legal rights to secure its information in the 
event of  disposal of  the device or termination of  the employee for any reason.

another benefit or opportunity of  consumerization is that the highly connected worker is likely to 
work longer hours, and during holidays and vacations, as a result of  the blurring between work and 
personal life. 

Best practice: Companies should ensure that they issue approved, policy guidance regarding the 
accounting of  labor, and corresponding effects on payroll when employees use personal devices for 
company business outside normal working hours.
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a e ro s PaC e  i n D u s T r i e s  a s s o C i aT i o n

founded in 1919, the aerospace industries association of  america is the most authoritative and 
influential trade association representing the aerospace and defense industry. The association is the 
leading voice for the industry on Capitol hill, within the administration, and internationally.

in times like these, aia’s strong representation and advocacy is essential to protecting the business 
interests of  the nation’s aerospace and defense industry, while helping to establish new opportunities 
for growth.

aia represents nearly 350 aerospace and defense manufacturers and suppliers. The association 
is at the forefront of  critical issues, such as ensuring a strong u.s. industrial base, advocating for 
defense modernization and acquisition reform, increasing deployment of  next Generation air 
Transportation system technologies and equipment, modernizing export controls, and obtaining 
additional resources for aeronautics research and space exploration. 

unlike many other associations, chief  executive officers of  member companies and their senior 
managers define and drive aia’s agenda. Working together, the association shapes regulatory and 
legislative policies, and is a leader in developing and publishing national aerospace standards that are 
used in aerospace design and manufacturing across the globe.

The aerospace and defense industry supports and drives our nation’s economy. it fuels innovation, 
creates competition, and employs millions of  americans. aia is proud to represent our members 
and our nation.

To learn more about aia and the benefits of  membership, visit www.aia-aerospace.org
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